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Cyber Immunity

GIAI PHAP KIEM SOAT
KET NOIDOC HAI VNPT
(VNPT DNS PROTECTION)

( GIGITHIEU )

VNPT DNS Protection (VDP) |a giai phap cung cap kha nang phat hién va ngan chan két ndi dén cac may chu doc
hai va khdng mong mudn, ngan chan tan cdng trich xuat dif liéu théng qua giao thuc DNS.

10ng ké, bao céo
phong phu, cho phép
danh gla chlnh Xac vé tinh
~ trang két noi website doc
hai, cung cap thém géc
nhin vé tinh hinh ma déc
cla to chuc.

VDP cung cap
kha nang phat hién, ngan
chan, canh bao thadi gian

thuc, Ung dung cong nghé
Threat Intelligence tang
kha nang phat hién truy

cap website doc hai va doé
chinh xac cao;

VDP la mét yéu t6 quan
trong trong chién lugc

giam sat, phong thu hé
thong theo chiéu sau

clla cac to chuic, doanh
nghiép.
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TINH NANG BOI BAT

Phat hién, ngan chan va canh bao truy cap
website doc hai, vipham chinh sach nhanh
chéng theo thdi gian thuc nhG ung dung
cong nghé Threat Intelligence;

DU lieu tri thuc tu dong cap nhat dinh ky,
doéng bo vai cong nghé VNPT Cyber Threat
Intelligence Platform;

HO trg xac thuc tap trung (LDAP/AD), phan
quyén ngudi dung theo vai tro;

Giao dién tim kiém, dashboard tap trung;
hé trg cu phap truy van NoSQL, tucng
quan dr lieu, biéu do;

5 TINH NANG CUA VNPT DNS PROTECTION _

on-premises.

khach hang

cua to chuc

Trién khai nhanh choéng, hoan toan
trong subt véi nguoi dung v3i mo hinh:

Co blacklist [/ whitelist rieng cho tung

Canh bdo, bdo cdo chitiét vé cac may truy
cap website doc hai, vi pham chinh sach

Cho phép chia sé théng tin, df liéu thong
ké tinh hinh lay nhiém ma doc véi hé thong

ky thuat cua cd quan chuc nang co tham
quyén theo Nghi dinh 14/CT-TTg 2018
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Phan tich, phat hién Loc, ngan chan két Dashboard,canhbao, = Quantrihé théng Chtic nang cho phép
truy cap téen mién noi doc hai,vipham  timkiém - Quan ly nguai dung, chia se thong tin, di
doc hai, vi pham chinh sach - Tim kiém theo xac thuc, phan quyén lieu thong keé tinh

- chinhsach

- Phantich, phat hién
truy cap tén mtién
déc hai, vi pham

- Loc, ngdn chan két
néi doc hai, vi pham
chinh sach theo thaoi
gian thuc

- Phat hién ma doc
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keyword, dia chi IP, thoi
gian, tuong quan du
lieu...

- HO trd cu phap truy
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- Quan ly Dashboards

- Quan ly céc Inputs,
Outputs,  Streams,

Indices, Agents
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hinh 1ay nhiém ma
doc voi hé thong ky
thuat cua co quan
chic nang co tham
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( MO HINH TRIEN KHAI )
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May chu diéu
khién ma doc

hu CC
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May tinh nguai dung
nhiém ma doc, botnet

#VNPT ISC

Truy van
DNS

TralGi truy
van DNS

Thuc hién Iuu vét | giam sat [ canh bao

Thuc hién phan giai tén mién

May chu trung tam

May chu Threat Trace

A

Ghi nhat ki

& giam sat
—>

May chiiDNS
ndi bo

May chu DNS
database

May chu DNS
cong cong
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